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Anonymous User Communication for Privacy
Protection in Wireless Metropolitan Mesh Networks

Zhiguo Wan, Kui Ren, Bo Zhu, Bart Preneel, and Ming Gu

Abstract—As a combination of ad hoc networks and wireless
local area network (WLAN), the wireless mesh network (WMN)
provides a low-cost convenient solution to the last-mile network-
connectivity problem. As such, existing route protocols designed to
provide security and privacy protection for ad hoc networks are no
longer applicable in WMNs. On the other hand, little research has
focused on privacy-preserving routing for WMNSs. In this paper,
we propose two solutions for security and privacy protection in
WMNs. The first scheme relies on group signatures, together with
user credentials, to deliver security and privacy protection. By
enforcing access control using user credentials, the user’s identity
has to be disclosed to mesh routers. To avoid this, our second
scheme employs pairwise secrets between any two users to achieve
stronger privacy protection. In the second scheme, the user is kept
anonymous to mesh routers. Finally, we analyze these two schemes
in terms of security, privacy, and performance.

Index Terms—Security, wireless networks.

I. INTRODUCTION

IRELESS mesh networks (WMNs) have recently at-

tracted increasing attention and deployment as a
promising low-cost approach to provide last-mile high-speed
Internet access at metropolitan scale [1], [11]. A typical
metropolitan WMN, as shown in Fig. 1, consists of a group
of mesh routers that form a wireless backbone and a large
number of mesh clients (i.e., network users') directly or indi-
rectly connected to these mesh routers. The wireless backbone
network formed by the mesh routers provides high-bandwidth
communication channels to mesh clients connected to it. On
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Fig. 1. Architecture of a typical mesh network.

the other hand, the mesh clients themselves form multihop
wireless ad hoc networks to furthermore extend the wireless
connectivity. WMNs represent a unique marriage of the ubig-
uitous coverage of wide-area cellular networks with the ease
of local-area Wi-Fi networks [23]. The advantages of WMN5s
also include low deployment costs, self-configuration and self-
maintenance, good scalability, high robustness, etc. [1].

Security and privacy issues are of utmost concern in pushing
the success of WMNSs for their wide deployment and for sup-
porting service-oriented applications. Due to the intrinsically
open and distributed nature, WMNs are subject to various
attacks. Anyone with an appropriate transceiver can eavesdrop,
inject, or impersonate as others in a WMN. Rogue mesh routers
can easily be set up to phish user connections and traffic. All
these attacks pose a great threat on user privacy protection. In
a metroscale community mesh network, the residents access
the WMN from everywhere within the community, such as
offices, homes, restaurants, hospitals, hotels, shopping malls,
and even vehicles. Through the WMN, they access the public
Internet in different roles and contexts for services like e-mails,
e-banking, e-commerce, and web surfing, and also intensively
interact with their local peers for file sharing, teleconferenc-
ing, online gaming, instant chatting, etc. Obviously, all these
communications contain various kinds of sensitive user infor-
mation like personal identities, activities, location information,
movement patterns, financial information, transaction profiles,
social/business connections, and so on. Once disclosed to the
attackers, this information could compromise any user’s privacy
and, when further correlated together, can lead to even more
devastating consequences. Hence, securing user privacy is of
paramount practical importance in WMNSs.
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Despite the necessity and importance, limited research has
been conducted to address privacy-enhanced security mecha-
nisms in WMNs. In this paper, we consider the problem of pro-
tecting local user communications in a metropolitan WMN. As
previously mentioned, the WMN users are the city/community
residents, and they may frequently communicate with each
other for various purposes. Their communications, inevitably,
contain large amount of user privacy information that should be
protected from malicious attackers and other network entities.
Addressing this issue in WMNs is both new and challenging
for a number of reasons. First, a metropolitan WMN usually
has a huge network size (on the order of thousands), which
limits the applicability of traditional anonymous routing pro-
tocols designed for small-size mobile ad hoc networks (on
the order of hundreds). This is because traditional anony-
mous routing protocols for ad hoc networks usually assume
preestablished trust among all network nodes to find/establish
secure routing paths [8]. However, in a metropolitan WMN,
it is impossible to assume the preestablished trust relationship
among all network users. Second, existing anonymous routing
protocols for ad hoc networks do not enforce network access
control (e.g., [8]), but in the WMN network, access control
is essential for both security and billing purposes, as well
as prohibiting network resource abuse. Last, but not least,
most existing anonymous routing protocols rely on network-
wide flooding for routing establishment [8]. While expensive,
network-wide flooding is not a big concern in ad hoc networks
because of their small size and light traffic load. However,
flooding in the WMN will incur prohibitively high communi-
cation overhead and waste a large amount of precious network
bandwidth resources, given its huge network size and heavy
traffic load.

To address this challenge, in this paper, we propose two
anonymous user communication protocol suites specifically
tailored for WMNSs: 1) the basic protocol suite and 2) the
advanced protocol suite. Our basic scheme makes use of
group signatures to anonymously establish session keys and
enforce access control. In the first phase of the scheme, each
mesh client anonymously constructs session keys with its
neighboring nodes using group signatures. Then, these session
keys are used for mesh clients to find routes to the nearest
mesh router and have their identities registered. The registered
identities are then used for route discovery within the mesh
backbone. In this scheme, the user’s identities are protected
from eavesdroppers but known by mesh routers because of
routing in the mesh backbone. In the advanced protocol, we
make use of pairwise shared secrets along with group sig-
natures to keep mesh clients anonymous from mesh routers.
Hence, the advanced protocol suite achieves stronger privacy
protection.

The rest of this paper is organized as follows: We dis-
cuss assumptions, threat model, and privacy requirements in
Section II. Our basic anonymous communication protocol suite
is described in Section III, followed by the advanced com-
munication protocol suite. We analyze both schemes from
the aspects of security, privacy, and performance. After that,
a literature review on related work is given in Section VII.
Finally, we draw the concluding remarks in Section VIII.

II. ASSUMPTIONS, THREAT MODEL, AND
SECURITY/PRIVACY REQUIREMENTS

A. Network Model

We consider a metropolitan-scale WMN under the control
of a network operator (NO). The NO deploys a number of
static mesh routers and forms a well-connected WMN that
covers the whole area of a city and provides network services to
network users, i.e., the citizens. These mesh routers constantly
exchange topology information with each other and, hence,
maintain the global topology information of the whole WMN.
Network users, on the other hand, subscribe to the NO for
services and utilize their mobile clients to freely access the
network and communicate with their peers from anywhere
within the city. The membership of network users may be
1) terminated/renewed according to user—operator agreement in
a periodic manner or 2) dynamically revoked by the NO in case
of dispute/attack.

Both downlink (mesh router to user) and uplink (user to mesh
router) can be multiple hop. In this case, network users cooper-
ate with each other on relaying the packets. We further assume
that all the network traffic has to go through a mesh router,
except for the communication within the same subnet serviced
by the same router. We assume that a reliable underlying trans-
portation layer like Transmission Control Protocol has been
implemented over mesh networks. Communication channels in
WMNs are bidirectional, that is, if a node A can hear from
node B at some time, then node B can also hear from A at the
same time.

B. Threat Model

Due to the open medium and the spatially distributed nature,
WDMN s are vulnerable to both passive and active attacks. Hence,
for a practical threat model, we consider a global passive
attacker that is able to eavesdrop all network communications
and an active attacker that can compromise and control a small
number of users and mesh routers subject to his choices (but
cannot control the NO) and thus can launch various active
attacks based on this knowledge. The main purpose of the ad-
versary is to compromise the following privacy features [12]:

1) Sender/receiver anonymity: Compromise the identity in-
formation of the source and destination nodes of any
given communication session.

2) Relation unlinkability: Identify two communicating
users even if they are not able to know their real
identity.

3) Session unlinkability: Link different communication ses-
sions of the same users.

In addition, the outside attacker may want to gain free access
to WMN or impersonate as a valid entity in WMN. In addition,
both inside and outside attackers may try to bring down the
system by denial-of-service (DoS) attacks.

C. Security/Privacy Requirements

Regarding security requirements in WMN, we consider the
following issues in our design: First, as WMN is used to
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provide network services for its users, it is important to limit
network access only to valid users and prevent unauthorized
use. Without prior registration, users are not allowed to use
resources of WMN. Second, WMN should be able to prevent
invalid users from impersonating as valid entities, such as mesh
routers and mesh clients. Finally, DoS attacks are serious threat
for WMNSs, and mechanisms should be designed to thwart such
attacks aiming to deplete resources of WMNS.

As for privacy requirements, we follow the classification
approach introduced in [15] to characterize different levels of
user privacy. This approach defines user anonymity through two
different dimensional parameters: 1) user identity information
and 2) network entities, which are able to access this informa-
tion. In this approach, a specific privacy requirement can always
be expressed in terms of a 2-D matrix. In this privacy matrix, the
columns represent different network entities, whereas the rows
represent identity information. If a specific entity can identify
the identity information from the messages exchanged in the
WMN, then the corresponding entry in the matrix is marked +/.
Otherwise, the entry is marked x.

In WMNs, network entities include network users, mesh
routers, the NO, the eavesdropper (i.e., the global passive at-
tacker), and the active attacker. Particularly, the NO controls the
superset of all mesh routers, whereas the active attacker could
take control of a superset of a small number of network users,
mesh routers, and the eavesdropper. That is, the active attacker
controls a small number of network users and mesh routers at
its own choices in addition to the eavesdropper. Regarding a
particular communication session between two network users,
the identity information of interest are the following: 1) source
node; 2) destination node; 3) source router, i.e., the current ser-
vice mesh router of the source node; and 4) destination router,
i.e., the current service mesh router of the destination node.
We note that the identities of the source and destination routers
themselves are not secret; however, they should never be able
to be linked to a given communication session between two
particular users. Different from ad hoc networks, in WMNSs, the
knowledge of the user’s service mesh routers could directly lead
to the disclosure of the user’s location privacy.

Accordingly, the network entities can be grouped into ten
different categories based on the accessibility of user iden-
tity information regarding a given communication session:
1) source node; 2) destination node; 3) all other nodes; 4) source
router; 5) destination router; 6) routers on the communication
path; 7) all other mesh routers; 8) the NO; 9) the eavesdropper;
and 10) the active attacker.

We now define two different levels of user privacy-protection
requirements using the privacy matrix.

1) C1—User privacy against passive attackers and other
network users (Table I): This level of protection hides
the identity information of the source and destination
nodes from the global passive eavesdropper and other
(legitimate) network users. However, to the NO and the
active attacker, the identity information of the two nodes
is still available. Clearly, under this level of protection,
a network user can always be traced by the NO and the
active attacker.

TABLE 1
PRIVACY REQUIREMENT CLASS C
ID Info | Source | Source | Dest. | Dest.
Entity Node | Router | Node | Router
Source Node - V4 v X
Dest. Node Vv X - 4
Other Nodes X v/ X 4
Source Router Vv - Vv Vv
Dest. Router Vv v Vv -
On-path Routers X 4 X N
Other Routers X X X X
Network Operator Vv v Vv N
Eavesdropper X v X v
Active Attacker Vv Vv Vv N
TABLE II
PRIVACY REQUIREMENT CLASS Co
ID Info | Source | Source | Dest. | Dest.
Entity Node | Router | Node | Router
Source Node - VA VA X
Dest. Node 4 X - VA
Other Nodes X V4 X V4
Source Router X - X 4
Dest. Router X X X -
On-path Routers X X X X
Other Routers X X X X
Network Operator X N4 X 4
Eavesdropper X vV X 4
Active Attacker X vV X 4

2) Co—User privacy against both the NO and the active
attacker (see Table II): Under this level of protection, the
identity information of the source and destination nodes is
always protected from all other network entities. Cy also
implies unlinkability, that is, different communication
sessions between the same pair of users cannot be linked
even by the active attacker. Furthermore, C prohibits the
active attacker from knowing the source and destination
routers of a given communication session, as long as the
source router itself is not compromised.

We further emphasize that this paper does not consider
damage caused by global traffic analysis, which itself is of
independent research interest. Under this type of attack, the
attacker will possibly be able to identify an ongoing com-
munication session between two network users by analyzing
the network traffic pattern without knowing the user’s identity
information. This attack is effective in ad hoc networks with
sparse data traffic patterns and usually deals with a dummy
traffic-injection approach. However, WMNSs usually present a
dense traffic pattern by themselves and, thus, naturally cope
with such attacks to a large extent. We leave a detailed treatment
of this attack in our subsequent work.

III. ANONYMOUS USER COMMUNICATION:
THE BASIC PROTOCOL SUITE

In this section, we present our basic protocol suite for anony-
mous user communication in WMNs, which achieves privacy
requirement level C;. This basic protocol suite consists of
three parts: 1) local key establishment protocol; 2) node-to-
router path finding and registration protocol; and 3) anonymous
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TABLE 1II
NOTATION

g | A 160-bit prime number
1 | A group of order g
g | A generator of group G;

H(o) | A secure one-way hash function {0,1}* — {0,1}™
Sigr(o) | A regular signature signed with R’s private key
SIGs(o) | A group signature signed with S’s group private key
Ey (o) | Symmetric Encryption using key k

kss« | Local broadcast key within S’s one-hop neighborhood

ksx | The pairwise session key shared between S and X
ksx | The pre-shared pairwise secret key between S and X
Nymg | The route pseudonym noted by S
Nymgy | The pseudonym used for verification between S and X

message delivery protocol. The notations are listed in Table III
for easy reference.

In this paper, we utilize the group signature technique
in our protocols to achieve anonymous user authentication
and session key establishment. Group signature schemes
are a relatively recent cryptographic concept introduced by
Chaum and van Heyst [5], in which all members of a group
share the same group public key but have different group private
keys. A group signature scheme is a method to allow a group
member to sign a message on behalf of the group. In contrast
to ordinary signatures, it provides anonymity to the signer,
i.e., a verifier can verify a signature but cannot decide who
is the signer. However, in exceptional cases, such as a legal
dispute, any group signature can be “opened” by a designated
group manager to unambiguously reveal the identity of the
signature’s originator. Some group signature schemes support
revocation, where group membership can be disabled. Vari-
ous group-signature schemes based on different mathematical
hard problems have been proposed in the literature. In this
paper, we do not specify the group-signature scheme to be
used as any scheme that provides membership revocation can
be used.

A. System Setup

We assume that there is an offline trusted third party (TTP)
responsible for generating/assigning user group private keys
and the group public key. Each network user registers with TTP
after subscribing to the network service from the NO and is
assigned a unique group private key and the common group
public key. Only TTP can identify the actual signer given a
signature and has the ability to revoke the group members. TTP
is trusted not to disclose the user group private key information
to the NO, but TTP will cooperate with the NO to resolve
disputes and attacks when necessary. Note that although we de-
scribed a centralized approach here, distributed approaches that
deal with semi-trusted TTP are always available, for example,
in [10] and [14].

We also assume that each mesh router is also preconfigured
with a public/private key pair under any regular signature
scheme, such as elliptic curve digital signature algorithm or
Rivest—Shamir—Adleman algorithm. The authenticity of such
public keys is certified through certificates signed by the NO,
and the public key of the NO is distributed to all network users
when they subscribe to the service.

B. Anonymous Local Key Establishment Protocol

During this stage, every network user first needs to perform
mutual authentication with his one-hop neighbors® and there-
fore establishes a set of session keys shared with each one
of them, respectively. These keys are used for the subsequent
route-finding protocol.

In this protocol, every user broadcasts a message within his
neighborhood to initiate the local key establishment protocol.
Each of his neighbors replies to the initiation message and
derives session keys from the messages. For privacy protection,
this protocol makes use of the group-signature technique to
achieve anonymous authentication.

In proposed protocol, a mesh router R broadcasts

g,9 %, 1, ts, Sigr, Cert g, CRL, URL

as part of the beacon messages that are periodically broadcast
to declare service existence. Here, rp € Z; denotes a random
nonce, g denotes a random generator of Gy, [ is a system
parameter specifying the packet size, and Sigr is a regular sig-
nature over g, g%, [, and current timestamp ts, signed with R’s
private key. C RL and U RL denote the mesh router certificate
revocation list and the user revocation list, respectively. Both
of them are signed by the NO. This beacon message reaches
network users with one or multiple hops.

The proposed local key establishment protocol then goes as
follows for a network user .S:

1) Node S generates a random number rg € Z;, computes
g"s and further obtains a group signature SIGg of ¢g"s
using its group private key. Note that anyone can verify
this signature using the group public key. .S’ then broad-
casts (¢"s, SIGg) within its neighborhood.

2) A neighbor X of S receives the message from S and
verifies the signature in that message.? If the verification
is successful, then X chooses a random number ry € Z(’;
and computes ¢g"*. X also obtains a group signature
SIGx over ¢"X using its own group private key. X
further computes the session key ksxy = H(¢g"<"%) and
replies to S with message (¢"%,SIGx, Ey. (kx«)),
where kx. is X’s local broadcast key.

3) Upon receiving the reply from X, S verifies the signature
inside the message. If the signature is valid, then S
proceeds to compute the session key between X and itself
as ksx = H(g""~). S also generates a local broadcast
key ks, and sends Ey, . (ks«|kx.) to its neighbor X to
inform X about the established local broadcast key.

4) X receives the message from S and computes the same
session key as kgx = H(g"="X). It then decrypts the
message to get the local broadcast key kg..

Fig. 2 illustrates how session keys can anonymously be
established. As a result of this protocol, nodes X and S estab-
lish a pairwise session key kgx without knowing each other’s
identity, but both are assured that the other party is a legitimate

2The neighbors possibly include the mesh router if it is within the direct
communication range of the network user.

3Note that X checks the U RL it obtained from the beacon message as well,
and this also applies to S when checking X s signature below.
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Fig.2. Anonymous key agreement. .S broadcasts the first message to its direct
neighbors. Each of S’s neighbors follows the same procedure as X to learn S’s
local broadcast key. The session key is ksx = H(g"s"X).

network user. This key is used to protect unicast messages
between S and X, e.g., route reply packets. On top of this,
node S also establishes a local broadcast key kg, shared with
all of its neighbors. It serves to secure broadcast messages in the
subsequent routing-discovery process. Any broadcast message
should be encrypted with this local broadcast key, e.g., the route
request packets (RREQs).

Note that the number of session keys constructed in this
phase is limited by the number of neighbors of a node. This
is important when analyzing the computation complexity in
the next route-discovery phase. The foregoing protocol is pe-
riodically reexecuted or when the network user detects new
neighbors, and a network user only maintains the keys for the
current active neighbors.

C. Node-to-Router Path Finding and Registration Protocol

This protocol makes use of the session keys obtained from
the foregoing procedure to establish an anonymous route be-
tween a mesh client and its nearest mesh router. It also registers
the client to the mesh router.

This protocol consists of three steps. In the first step, the
source node broadcasts a route request throughout the subnet
to which it belongs, and the request would reach the nearest
mesh router under the protection of session keys. Then, the
mesh router registers the node and puts it into its user list in
the second step. This information is exchanged among mesh
routers so that every mesh router knows how to reach a specific
node. Next, the mesh router sends a reply to the source node,
and the route is constructed when the reply successfully reaches
the source node.

Suppose a source node S needs to find a route to the nearest
mesh router R. Without loss of generality, we assume that there
are three intermediate nodes A, B, and C between S and R,
as illustrated in Fig. 3. The general case can easily be inferred
from this example. The routing-discovery process executes as
follows.

Route Request: From the beacon message, S obtains the
current ¢g"F and the mesh router’s ID R. S then chooses a
random number rg and calculates ¢"s and kgr = H(g"="X).
ksgr will be the node-router pairwise session key between .S
and R. S then encrypts (S, R, ¢g"%,¢"s) with kgr to obtain
Regg = Ei., (S, R, g™, g"s) for registration purposes. Next,
S signs Regg together with R, ¢"¢, and a random picked
sequence number seqno with his group private key for the pur-
pose of authentication and message integrity protection. This
yields SIGg. S then chooses a nonce Nonceg and calculates
S’s route pseudonym as Nymg = H(ks.|Nonceg). Finally,
S puts together (RREQ, Nymg, R, Regg, g"5, seqno, SIGg),

Mesh Router

Mesh User/Client

1)Nonces, Ey . (RREQ, Nymg, R,Regg, g’ 5 ,seqno,SIGg,Pad),
S s S
(2)Noncea,Ek , (RREQ, Nym 4,R,Regg, g' 5 ,seqno,SIGs,Pad),
3)Noncec,Ey,.{RREQ,Nym,R,Regg,g" Sseqno,SIGs,Pad),
CR s, S
(4)R, Bk, (RREP, R, Nym, segno, Repp, pad),
(5)Noncec, By, (RREP, Nym o, Nym 5, segno, Repp, pad),
6)Noncea, Ey . , (RREP, Nymg 4, Nymg, seqno, Repp, pad
SA SA S R

Fig. 3. Routing example with three intermediate nodes.

performs random padding according to [, and encrypts the
whole information with its local broadcast key kg.. S
then broadcasts the following undistinguishable RREQ in its
neighborhood:

Nonceg,Ey.,(RREQ,Nymg,R Regg.g"5 ,seqno, SIGg,Pad).
(1)

Upon receiving the route request message from S, A tries
all the possible session keys shared with current neighbors
to decrypt the message and calculate H(kx.|Nonceg) (or
H(kxa|Nonceg)) to see which key matches the decrypted
Nymg. The incurred computation cost is decided by the num-
ber of neighbors of A and is negligible compared with public
key operations.

Then, A would find out that kg, satisfies Nymg =
H(ks«|Nonceg). At this point, if A already has a route to
reach the mesh router R in his routing table, then A will use
the existing route. Otherwise, A continues to look for a route
to the mesh router. Either way, A generates a nonce Nonce 4
and calculates A’s pseudonym Nym = H(ka.|Noncey). A
also records Nymg and segno in his routing table. In the end,
A sends the following message to its neighbors:

Noncey,Ey, ,, (RREQ,Nym 4,R,.Regg,9"%,seqno,SIGg,Pad).
(2)

A’s neighboring nodes that do not know how to reach a mesh
router proceed the same as A does. Until an intermediate node
like C' knows where the router is, C' just unicasts the message
to the router. Note that the unicast message is protected with the
pairwise session key between R and C' as

Noncec,Ey,, ,(RREQ,Nymq,R,Regg.9" ,seqno,SIGg,Pad).
(3)
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TABLE 1V
ROUTING INFORMATION RECORDED IN ROUTING TABLES OF S, A, B, C, AND R
Src/Dest | Sequence No. Downlink Uplink Downlink Uplink
Enc/Dec Key | Enc/Dec Key | Route Pseudonym | Route Pseudonym

S S/R Seqno - ksa - Nymg
A -IR Seqno ksa kaB Nymg Nym 4
B -/R Seqno kaB ksc Nym 4 Nympg
C -/R Seqno ke kcr Nym g Nym,
R S/R Seqno kcr - Nym, -

As the RREQ finally reaches the mesh router R, R finds
out the correct key kcr according to the equation Nym, =
H(kc.|Noncec). R further records Nym and segno into
his route table. R also verifies the validity of the signature
by applying the group public key and checking U RL. Note
that R may receive more than one route request message that
originates from the same source and has the same sequence
number, but he just replies to the first arriving message and
drops others.

Node Registration: Upon successful receipt and verification
of a routing request message, the mesh router R proceeds to
register the requesting node. R first computes kg = H(g"="*)
and then decrypts Regg to obtain S. R thus knows that .S
is currently within his service coverage and puts S into its
current user list but only for a predetermined period of time.
S has to periodically reregister itself to R to maintain the active
status and to refresh kgp for forward secrecy; otherwise, S’s
registration automatically expires in R2’s user list.

Route Reply: Route reply messages (RREPs) are uni-
cast backward toward the source node, although radio me-
dia makes every one-hop transmission a broadcast node.
R first uses the session key ksg = H(g™"*) to en-
crypt (S, R, seqno, g"s, g"®) and obtains Repp = Ej., (S, R,
seqno, g"s, g"®). Then, R performs the padding operation as
appropriate and replies the following undistinguishable route
reply packet to C":

R, Ek., (RREP, R, Nym, seqno,Repp, pad). )

When C receives the foregoing message from R, he uses
kcr to decrypt the ciphertext and finds out which route this
RREP is related to based on C"s pseudonym Nym and seqno
Nym. Next, C' computes Nymp~ = H(kpc|Noncec) with
a new nonce Noncec, and this pseudonym is used as the route
pseudonym and sends the following message to B:

Noncec, E,.(RREP, Nympe, Nym g, seqno, Repp, pad).
®)

Other intermediate nodes perform the same operations as C
does. Finally, the following route reply is sent back to the source
node S by A as in our example:

Noncey, Ey ,(RREP, Nymg 4, Nymg, seqno, Repp, pad).
(6)

S now decrypts the outer layer ciphertext using kg4 and
Repy in the inner layer using ksp. If S correctly decrypts
both messages, then he is assured that he has successfully
registered with and established a route to the mesh router R.

This protocol is periodically reexecuted by each network user
when the network user moves to a new service mesh router. It
is important to note that the mesh router has route information
about all the nodes within its subnet.

The final routing information recorded in the routing tables
of S, A, B, C, and R is shown in Table IV. As shown in
this table, only the mesh router R knows that the route starts
from the source node S, and all the other nodes only know
that the route terminates at the mesh router R. All nodes
have the same sequence number for a specific route in their
routing tables. Each node, except the source node and the
mesh router, has two keys for packet decryption or encryption
for uplink and downlink, respectively. When an intermediate
node receives a packet from uplink (respectively downlink),
it decrypts the packet and encrypts the new packet using the
corresponding downlink (respectively, uplink) key. Similarly,
two route pseudonyms in the routing table of each intermediate
node denote the route for uplink and downlink, respectively.

D. Anonymous Message Delivery Protocol

This section explains in detail how a message is anony-
mously delivered from a source node S to a destination node D.
Essentially, the delivery of a message consists of three steps:
1) uplink routing; 2) router—router routing; and 3) downlink
delivery. First, it is sent to the source mesh router, which
is the nearest mesh router to the source node. The message
is sent along the route constructed from the source node to
the source mesh router, which is protected with local session
keys. Next, the source router finds out the correct destination
router and routes the packet to the destination router. Every
mesh router knows how to reach a specific node since each
node has registered with the nearest mesh router. In the third
step, the destination mesh router dispatches the message to the
destination node, and this process is the same as the process of
sending a route reply.

Without loss of generality, .S is assumed to be located within
the service coverage of the mesh router RS, whereas D is
served by another mesh router R”. Both S and D are multiple
hops away from their service mesh router. With the path-finding
and registration protocol, both D and S establish routes to their
service routers, respectively. Suppose the route from S to R
passes through A, B, and C', whereas the route from RP and D
goes through X and Y. The whole delivery procedure consists
of three steps.

1) Uplink Routing (Node— Router): Essentially, sending a
message M sg from the source node to the source mesh router
can be viewed as the reverse process of sending an RREP
from the mesh router to the source node. The packet traveling
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through an intermediate node A from S takes the following
form:

Nonces, Ey. , (NymSA,NymS,Ek D,Msg)) .

sns (

Before M sg is sent out, preprocessing is performed as ap-
propriate, which either breaks M sg into smaller pieces or pads
it to size [. The content of M sg can further be protected from
the mesh router by encrypting it using the receiver node’s public
key or the secret key shared between the sender and the receiver,
when necessary. The packets are routed from S to R following
the already established route, i.e., they will go through A, B,
and C to reach R¥.

2) Router-Router Routing (Router— Router): Since net-
work users always register themselves with mesh routers,
hence, by constantly exchanging such information, each mesh
router will be able to establish the global topology information
of the WMN.

At each mesh router, a dynamic list of registered users is
maintained, and it is changing when a user moves out of the
service coverage or a new user enters the service coverage.
Periodically or triggered by user list changes, each router
broadcasts changes on its registered user list so that every router
can get the latest information on network topology. As it is
assumed that the mesh routers are static and well connected,
such information exchange can be accomplished with ease.
Hence, all mesh routers know which destination mesh router
to contact to reach a specific user.

Consequently, a mesh router will be able to reach any
destination node as long as it is alive by first contacting its
current service mesh router. With the topology information at
hand, a mesh router could simply employ a source-routing
technique to reach the destination mesh router R”. Packets
being transmitted between two neighboring mesh routers are
always under the protection of preconfigured pairwise secure
channels and kept the same length [.

3) Downlink Delivery (Router—Node): After receiving the
message from R°, router R” retrieves plaintext from it and
produces the following outgoing message destined for D. Since
every user should register with the nearest service mesh router,
RP knows how to route the message to D—just the reverse of
the uplink routing procedure. Therefore, the router R” sends
the following message toward destination D:

Noncer, Expy (Nympx,Nymp, Ej, (D, Msg)) .

DRD

Node X would receive this message and forward it to Y,
who will finally forward to the destination D. At this point,
we complete our description of the basic protocol suite for
anonymous user communication.

IV. ANONYMOUS USER COMMUNICATION: THE
ADVANCED PROTOCOL SUITE

In this section, we present our advanced protocol suite, which
is built upon the proposed basic protocol suite and shares the
same assumptions. Additionally, each user is preinstalled with a
public/private key pair, and any user knows the other user’s pub-
lic keys so that a secret key ksp can be computed by a sender S

and a receiver D from their private keys independently (i.e., by
Diffie-Hellman exchange). To achieve enhanced user privacy,
the proposed advanced protocol differs from the basic protocol
with respect to two aspects: 1) node registration operation and
2) router—router routing operation.

The advanced protocol adopts an anonymous user registra-
tion process in which each user registers pseudonyms for differ-
ent correspondent nodes with his servicing mesh router. Users
update their pseudonyms registered on mesh routers for each
session to remove linkability. When packets are transmitted
between mesh routers, the advanced protocol employs the onion
routing technique to protect information about the source mesh
router and the destination router. Due to limited space, the
following description only focuses on these differences.

A. Anonymous User Registration

In our basic protocol, the real identity of a network user is
disclosed to his current service mesh router during registration
for the purpose of routing. This, however, also enables the mesh
router to track the user. To cope with this issue, it is essential
to keep network users anonymous even to mesh routers while
still maintaining the routing functionality. With this goal in
mind, we propose a pseudonym-based registration approach
that achieves not only complete anonymity for network users
but routing efficiency as well. The proposed approach rad-
ically differs from previous approaches in that the previous
pseudonym-based anonymous routing schemes all rely on ex-
pensive network-wide flooding for route establishment. Our
approach, however, effectively avoids network-wide flooding
by allowing each network user to register pseudonyms at mesh
routers.

Specifically, in the proposed advanced protocol, a network
node S registers to its current service mesh router using a
pseudonym, which is denoted as Nymgp, instead of its real
identity S. S and D register Nymg, and Nympg at their
service mesh routers, respectively. Initially

[ 70 S—
Nymgp =Nymgp = H (ksp|S|D)

[ 70 S—
Nymps =Nympg = H (ksp|D|S) .

Then, for each new session @ (i > 1), S and D update
NymSD as

— —i N —
Nymgp = Nymgp = H (H(k?SD)|NymSD )

and Nym ¢ is accordingly updated. It is crucial to update the
pseudonym at each session as fixed pseudonyms provide linka-
bility among different communication sessions of the same two
nodes. S and D confirm their next shared Nym .y, by the end of
each session i. Note that since Nymg, are node-pair specific,
a node might have to register multiple pseudonyms with the
mesh router to maintain reachability by all of its peers. Node S
stores the three-element tuple (Nymgp,, Nym g, ksp) for the
efficient identification of message sender and key retrieval.
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B. Onion-Routing-Based Router—Router Message Delivery

Due to anonymous user registration, mesh routers now have
no access to the real identities of network nodes. However,
they are still able to perform the routing functionality based
on pseudonyms. In the basic protocol, a simple source routing
approach is adopted for the mesh router to deliver packets to
each other. This approach, however, allows mesh routers on the
routing path to gain a lot of information with respect to the
ongoing communication session. In other words, a mesh router
on the path can determine that the session is 1) between an un-
known node currently serviced by the source router R° and the
node D currently serviced by the destination router R” in the
basic protocol case or 2) between an unknown node currently

serviced by R and a node mb s currently serviced by R” in
the case of anonymous user registration. Obviously, neither case
is desirable according to the user privacy requirement class Cs.
To address this issue, we propose to explore the onion routing
technique for router—router message delivery, as described next.

Specifically, when a mesh router R receives a data packet,

it first decrypts it and obtains Nymz:, g as the destination. It

further identifies Nyimz) g’s current service mesh router, for
example, RP, and chooses a path to RP, if it does not have
one already. The path selection can dynamically be based on,
for example, traffic-balancing rules, and different paths may
be chosen for the same destination so that no mesh router is
overused, and randomness is introduced. Suppose a path chosen

by a source router RS for the destination Nymij g service by
RP to establish the path is as follows:

RS R - R - R' —...> R — RP - Nym,g.
Then, the onion constructed by R? is as follows:

R® - R': R E

kgs gi

X (seqno7 Epk (Ri, ski, ... (EkaD (RD, skp) .. ) 7Pad) )
k ps g is a key shared between router R¥ and R’; pk . is the

public key of R'; sk; is a secret selected by source router R°.
This onion is then processed by each router on the path as

follows:

R' - R’ :R' E-

k gi pi

X (seqno, Epk,; (Rj, skj, ... (EkaD (RP,skp) .. ) 7Pad) .
Note that Pad is updated at each router to keep the same
packet length. When the onion finally reaches R” from some
router RY, it will have the following form:
R’ — RP : RY, EERURD (seqno, Bk, (RP, skD),Pad) .
RP finds itself as the destination after getting the inner
part of the message by decryption and thus stops further
packet propagation. Each router, for example, R/, keeps a

four-element tuple (seqno, R', R', sk;) for both routing and
message-processing purposes. This sets up a unique routing

path indexed by seqno between R and R”. Now, R delivers
the packets to Nym}, 5 as follows:

RS SR RS, EERSRi (seqno, Egy, (Esk,, ( oo Eskpy

X (NymgS,Msg> ...)),Pad)

R'—R’: R, EER«L (seqno, By, ( By

RJ

X (mgS7Msg) ...>7Pad)

RY— RP 'R, B . (seqno,ESkD (NymDiS,Msg) 7Pad).
RVR

At this point, RP uses the same approach as in the basic
protocol to deliver packets to Nym,s. Note that R does not
have to set up such a path to R” every time for each different
session; it has the flexibility to refresh the path either period-
ically or on demand. That is, the path setup is independent
of individual sessions. This completes our description of the
advanced scheme.

V. SECURITY AND PRIVACY ANALYSIS
A. Security Analysis

The security of our two routing protocols is based on the
keys constructed in the anonymous local session key estab-
lishment phase in which two session keys are generated. The
key exchange in this phase makes use of group signatures to
offer message authentication while keeping the participants’
identities anonymous. On the other hand, the session keys are
constructed based on the discrete logarithm problem (DLP)
assumption. As we assume a computation-bounded adversary
who is not able to solve the DLP problem, it can be claimed
that the keys are established securely and anonymously.

Equipped with these session keys, the route-request and
route-reply packets, as well as the registration packet, are
well protected from outsiders, including both eavesdroppers
and other unrelated legitimate nodes. Packets can only be
recognized by legitimate forwarding nodes and opened by the
expected destination node.

In the following, we will discuss the security features of our
protocols, including access control, DoS attacks, and imperson-
ation attacks.

Access Control: Our protocols ensure that only legitimate
users can gain access to mesh networks. To be able to access the
mesh network, a mobile user has to compute the correct session
key ksp and successfully register to the mesh router with it.
Since the session key is computed by the Diffie—Hellman com-
putation, only the user with a valid group signature signing key,
generating rs and Sigg, can succeed in computing a correct
session key. An adversary that cannot forge a valid signature
over ¢g"5 of his choice would not be authenticated by the mesh
router. If the attacker chooses to replay a previous message, then
he has to solve the DLP problem, which is assumed hard in this

paper.
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Impersonation Attacks: Impersonation attacks are only pos-
sible for inside attackers. If a mesh client is compromised and
its group private key is exposed to the attacker, then the attacker
can use the group private key to compose valid route requests
at will. As a result of the privacy feature of group signature,
mesh routers or mesh clients cannot distinguish the identity of
a specific mesh client by a group signature. Hence, the attacker
can use the compromised group private key to masquerade as
any other mesh client. However, if the attacker impersonating
a mesh client tries to register the mesh client in a mesh router,
then the conflicting registration information indicates that an
impersonation attack is going on. With the help of the TTP, the
mesh router can find out who is the imposter in order to revoke
the compromised group private key.

DoS Attacks: DoS attacks aim to deplete resources, includ-
ing computation capability, bandwidth, memory, energy, etc.
DoS attacks can be divided into two groups: 1) DoS attacks by
outside eavesdroppers and 2) DoS attacks by inside attackers.
If the attacker is an outsider without knowing any key, then
he is not able to forge correct packets that can pass packet
verification. The packet verification process consists of sym-
metric crypto operations; hence, it does not lead to depletion of
computation resources. Such DoS attacks have little effect on
bandwidth, memory, or energy consumption. Therefore, DoS
attacks by outside attackers are no threat to our protocols.

However, DoS attacks by insiders cause more damage than
outside attackers. As the insider attacker knows a valid group
signature key, he can use it to compose a large number of
RREQs to deplete the mesh router’s computation resource.
Fortunately, the effectiveness of this DoS attack is largely
limited in our protocols for the following reasons: First, DoS
attacks aiming to exhaust network bandwidth are limited by the
wireless signal range; their affect on nodes outside of the at-
tacker’s transmission range is reduced. Second, sending a large
amount of route request can easily be detected by other nodes in
the sender’s neighborhood. Once such abnormal behaviors are
detected, any other node can refuse to relay packets from the
suspicious node. In the case in which an insider sends legitimate
traffic without a valid destination into the WMN, the servicing
source mesh router is not able to find a correct destination mesh
router for both protocol suites. Hence, this traffic only happens
within the subnet to which the attacker belongs, which limits
the impact of the DoS attack. Moreover, the source mesh router
can identify the node sending the traffic and exclude it from the
network in the basic protocol suite. In the advanced protocol
suite, the source mesh router needs the help of TTP to identify
the sender of the malicious traffic, and then, the attacker can be
exiled from the network. Furthermore, the TTP can revoke the
group signature key of the suspicious node after detecting the
suspicious node.

B. User Privacy Protection of Basic Protocol

We now analyze how the identity information of two com-
municating nodes is protected in the proposed basic protocol.

Against the Global Eavesdropper: In the basic protocol, all
three different types of packets, i.e., route request, rout reply,
and regular message packets, are indistinguishable from each

other to the outsider. This is because they all take the same
format and are of the same length. Moreover, none of these
messages carry the real identity information of the source or
destination nodes in plaintext. At the same time, the local
key establishment protocol also reveals no information about
the individual network node as the group signature technique
is applied. Therefore, it is impossible for an eavesdropper to
obtain the source or destination node identity information of
any communication session. Such an eavesdropper cannot even
tell if a routing protocol is being executed, even if he can
monitor the global traffic.

Against Other Network Users: In the basic protocol, the
real identity information of the source and destination nodes
is always encrypted with either a node—router pairwise session
key or a router—router preconfigured pairwise key in all three
types of packets. Therefore, no other network users, including
those on the routing path, are able to obtain the identity infor-
mation. Moreover, no packet, regardless of its type, reveals the
session originator or the session destination. When a network
node on the routing path receives a packet from a previous-hop
node, he can only know the packet type and the pseudonym
of this previous-hop node after decryption. However, it has no
ability to judge whether the packet is originated or just being
relayed by this node. At the same time, the decrypted packet
tells the user nothing about the destination information. The
decrypted packet only tells the user the source router identity
in case of a RREQ, which is the same of his own, or the
pseudonym of the next-hop node in cases of route reply and
regular message packets. This implies that other network users
cannot link a communication session between two nodes, even
to their current pseudonyms.

Against Mesh Routers and the NO: In the basic protocol,
the mesh routers always have access to the network user’s
real identity information. Thus, the proposed protocol does not
protect user privacy against mesh routers and the NO.

Against the Active Attacker: It is also clear that the proposed
basic protocol does not protect user privacy against the active
attacker either as the active attacker can always compromise
and control a small number of mesh routers of his choice,
according to our adversary model.

In summary, the proposed basic protocol successfully
achieves the user privacy protection requirement Cy. That is,
the protocol is perfect against other network users and the
global passive attacker. As we will analyze later, this protocol
is highly efficient compared with any other existing approaches
in terms of communication overhead and bandwidth efficiency.
However, it is also clear that the protocol 1) does not protect
user privacy from mesh routers and, hence, the NO and 2) does
not withstand active attacks if individual mesh routers can be
compromised by the adversary.

C. User Privacy Protection of Advanced Protocol

We now further analyze how the identity information of two
communicating nodes is protected in the proposed advanced
protocol.

Against the Global Eavesdropper and Other Network Users:
The analysis is the same as that earlier.
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Against Mesh Routers and the NO: In the advanced pro-
tocol, none of the mesh routers now have access to the real
identity information of the network users due to anonymous
user registration. Therefore, none of the mesh routers, includ-
ing those on the routing path, are able to obtain the identity
information of the two communicating nodes. Next, the mesh
routers on the routing path, in particular, the source router and
the destination router, have access to the pseudonyms of the
sender and receiver. However, the source router only knows
that there is a session going on between two anonymous nodes
with such respective pseudonyms as Nymgp and Nympg
that are currently serviced by itself and the destination router,
respectively. However, the source router cannot link any two
communication sessions to the same pair of users as the node-
pair-specific pseudonyms are refreshed every session. With
respect to the destination router, it, however, only knows that
a message is being delivered to an anonymous node Nym,g
within its coverage but has no knowledge about the source
node or source mesh router due to the use of the onion routing
technique. For the same reason, all of the remaining mesh
routers on the routing path have no knowledge regarding the
two communicating nodes and their respective service router.
Therefore, to the NO (who owns the joint knowledge of all
mesh routers), it knows that the session under inspection is be-
tween two anonymous nodes with such respective pseudonyms
as Nymygp, and Nym g but nothing beyond this.

Against the Active Attacker: Based on the same preceding
analysis, we can see that unless the active attacker compromises
the source router of a given session, it cannot detect that
there is a session going on between mg p and NyimlDS.
Compromising any other mesh routers or network users will not
give the attacker an advantage in this regard. In other words, the

active attacker will not be able to tell that Nymg , and Nym g
are communicating by compromising any other mesh router,
except for the source router. Furthermore, the active attacker
cannot link two different sessions between the same two users
together, even if it compromises the source router.

In summary, the proposed advanced protocol now satisfies
the privacy requirement level Cj.

VI. PERFORMANCE EVALUATION

A typical WMN is characterized by low-power mobile
devices and low-bandwidth wireless channels. Hence, the per-
formance of routing protocols has great impact on their applica-
bility and usability.

We implement our anonymous communication protocol for
WMNs on simulator ns2 and evaluate its performance by
comparing it with the Ad hoc On-Demand Distance Vector
(AODV)-based (nonanonymous) mesh routing protocol. The
network scenario parameters used in our simulation are listed
in Table V. In the simulation scenario shown in Fig. 4, a mesh
network of size 5000 x 5000 m consists of nine mesh routers
with each router servicing 50 mobile nodes. Each mesh router
and its servicing mobile nodes forms a subnet, and there are
nine subnets in the network. The nine routers are aligned in a
3 x 3 matrix style and connected as shown in the figure.

TABLE V
SCENARIO PARAMETERS
Simulation Time 600s
Scenario Dimension 5000m x 5000m
Wireless Radio Range 250m
Mobile Nodes Number 50x9
Mesh Routers Number 9
Node Speed 0-10m/s
Source-Destination Pairs 20 random pairs
Traffic Type Bidirectional CBR 512-byte packet
Packet Frequency 1,2,4 Packet(s)/s
Wireless Bandwidth 2Mbps
Mesh Bandwidth 20Mbps
Key Update Interval 30s
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Fig. 4. Simulation model. Nine mesh routers, each connecting 50 mesh
clients.

TABLE VI
COMPUTATION TIME FOR CRYPTOGRAPHIC OPERATIONS
ON A 1 GHZ PENTIUM IIT PLATFORM

Group Signature Generation 24ms
Group Signature Verification 26ms
1024-bit DH Key Pair Generation | 2.13ms
1024-bit DH Key Agreement 7.10ms

The mobile nodes are moving in the field according to the
random waypoint model [7], and their average speeds range
from O to 10 m/s. A bidirectional constant bit rate (CBR) traffic
is generated for 20 random pairs to resemble point-to-point
communication in the real world. The node pairs are selected
from four diagonal subnets in the corners of the mesh network
according to the following rules: a node from the left-bottom
subnet communicating with another node from the right-top
subnet or a node from the right-bottom subnet communicating
with one node from the left-top subnet.

We choose the group signature scheme by Boneh et al. [2]
for its constant size and efficiency. In addition, a 1024-bit
prime number is used for Diffie—Hellman key exchange in our
protocol. In the simulation, we follow the benchmarks on a
1-GHz Pentium III platform [6], [16], as shown in Table VI.

The status of network connection of the mesh network during
our simulation is shown in Fig. 5(a). We count the number of
node pairs having different hops between them within the four
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subnets. It conforms to the Poisson distribution according to the
given curve.

Fig. 5(b) and (c) shows link changes and route changes for
different node speeds in our simulation scenarios during the
600-s simulation time. It is clear that the number of link changes
and the number of the route changes are perfectly positive
proportional to node speed.

Fig. 6 compares performance of the basic protocol and the
advanced protocol with nonanonymous AODV-based routing
protocol under the same network settings. Specifically, we
study the packet delivery ratio, the delivery latency, and the
normalized control packet bytes of the three protocols. Due to
dynamics and movements in the mesh network, all protocols
exhibit lower performance at higher speeds. The nonanony-
mous AODV-based routing protocol achieves packet delivery
ratio of about 90% and delivery latency of 200 ms, even at
the average speed of 10 m/s. Although our basic protocol has
worse performance than AODYV, it still has a packet delivery
ratio of more than 88% and a delivery latency of about 280 ms
at the speed of 10 m/s. As the advanced protocol requires
onion encryption and reregistration of mobile users for each
session, it has a lower packer delivery ratio than AODV and
the basic protocol. However, its packet delivery ratio is still
larger than 86%, and its delivery latency is less than 300 ms.
This is satisfactory for most applications. Fig. 6(c) shows the
normalized control packet bytes on transmitting each data byte.
It can be seen from the figure that the AODV-based scheme
has very few normalized control packet bytes compared with
our basic and advanced protocols. To send one data byte, the

AODV-based scheme has to send less than 0.01 control packet
bytes, whereas our basic and advanced protocols need to send
0.03-0.08 control packet bytes. Although our two protocols
need more control bytes, the overhead due to control packets
is still less than 10% of the data packet size.

Compared with AODYV, the lower performance of the basic
and advanced protocols is due to four facts: 1) In our basic and
advanced protocols, only associated neighbors sharing local
keys will forward route messages for each other; otherwise,
route messages are simply dropped. 2) Local key expiration
and node mobility lead to the disassociation of a node and its
neighbors. Before neighboring nodes having shared local keys,
no traffic can be passed between them. 3) Route repair is not
applicable in both basic and advanced protocols for the sake of
privacy protection, since route repair requires identity informa-
tion about the destination. 4) Intermediate nodes cannot reply
to a route request, even if they know the destination requested
by the route request, as any intermediate node is supposed to
know neither the source node nor the destination node. On the
other hand, the advanced protocol’s delivery ratio is even lower
than the basic protocol because of the reregistration of one-
time pseudonyms, which should be finished before a packet can
successfully be delivered.

We also examine the impact of traffic load on performance
of our basic protocol. Specifically, we study the performance of
our basic protocol under three different traffic loads: 1) light,
2) medium, and 3) heavy traffic load with data rate of 1, 2, and
4 packet(s)/s, respectively. Fig. 7(a) shows the packet delivery
ratio of the basic protocol under these three traffic loads. At
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light or medium traffic load, the basic protocol can successfully
deliver more than 87% packets. However, the success ratio
dramatically decreases at heavy traffic load, and it is about 60%
at a maximum average speed of 10 m/s. Fig. 7(b) illustrates
the impact of traffic load on the packet delivery latency of our
basic protocol. Under light or medium traffic load, the delivery
latency is less than 220 ms, whereas under heavy traffic load,
the delivery latency reaches more than 1.3 s at the speed of
10 m/s. Heavy traffic load results in more frequent and serious
congestion and signal interference in the network. Packets get
lost or dropped more easily, and they have to stay in the queue
longer. More important, failure of local key establishment or
reregistration of pseudonyms is more possible under heavier
communication load in the network.

The impact of packet padding on routing performance is
demonstrated in Fig. 8. We compare the performance of AODYV,
our protocol (basic) without padding, and our protocol (basic)
with packet padding. The packet size is set to 256 B for all
types of packets in the experiments, including RREQ and RREP
packets. The traffic load is set to 2 packets/s with bidirectional
CBR traffic between 20 random pairs of nodes. From the
figures, it can be seen that the performance of our basic protocol
downgrades a little due to packet padding. The delivery latency
increases by about 150 ms on average, whereas the packet
delivery ratio decreases by about 5%. As all control packets are
padded to 256 B, the normalized control bytes increase to 0.045
from 0.015 after packet padding. Hence, we can say that the
performance downgrade caused by packet padding is tolerable
for most applications.

VII. RELATED WORK
A. Privacy Protection in WMNs

WMNs present a promising way to provide wireless con-
nectivity everywhere, but only modest research efforts have
been put into the privacy-protection problem. Capkun et al. [4]
have given a privacy-preserving scheme for the so-called hybrid
ad hoc networks, which are actually WMNs. The main ob-
jective of their scheme is to provide anonymity and location
privacy for mobile nodes in hybrid ad hoc networks (WMNs5).
Temporary public key pairs are used by each mobile node
to anonymously establish pairwise secrets with its neighbors.
These pairwise secrets in turn are used to secure routes to
the access point. However, identifiers of mobile nodes have
to be disclosed to access points so that some access point
may be able to track a specific mobile user. On the other
hand, an adversary is able to link messages by source and
destination pseudonyms, which keep unchanged within a time
slot. Moreover, the attacker is assumed to have only partial
knowledge but not global knowledge of the network.

In [21], a structure called “Onion ring” is proposed to
achieve routing privacy in WMNSs. This scheme uses “Onion
encryption” in a ring structure so that it is impossible for an
adversary, even a global adversary, to distinguish the source
node or the destination node. This scheme is able to identity the
misbehaving nodes in order to evict them. However, it is not
clear how to anonymously construct the ring in the first place,
and furthermore, topology dynamics may make the scheme too
inefficient.
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The protocol proposed in [20] uses multiple paths for data
delivery so that an attacker that is only able to observe a
fraction of the traffic cannot obtain any meaningful information.
This scheme, without cryptographic treatment, can only provide
confidentiality or privacy with some probability, and it is not
vulnerable to a globally passive attacker.

B. Privacy Protection in Ad Hoc Networks

Quite a few schemes have been proposed on anonymous
routing in ad hoc networks. As WMNs share the same multihop
property as ad hoc networks, we also review anonymous routing
schemes for ad hoc networks here.

Recent years have witnessed a number of anonymous rout-
ing schemes proposed for ad hoc networks, including Anony-
mous On-Demand Routing (ANODR) [8], Anonymous Secure
Routing (ASR) [24], Secure Distributed Anonymous Rout-
ing (SDAR) [3], Anonymous Routing Protocol for MANET
(ARM) [17], Secure Anonymous Routing in Clustered MANET
(SARC) [13], On-demand Anonymous Routing (ODAR) [19],
Chain-based Anonymous Routing (CAR) [18], Discount-
ANODR [22], and the Li and Ephremides (LE) scheme [9].
Essentially, these schemes exploit asymmetric cryptosystems
to achieve privacy in routing discovery. These schemes fail to
satisfy one or more privacy properties, as defined in [12].

The scheme ANODR proposed by Kong et al. [8] is the first
to provide anonymity for routing in ad hoc networks. ANODR
is based on onion routing for route discovery. It requires each
node upon receiving a route request to generate a one-time
public/private key pair, which is big computation burden.
Furthermore, packets sent in ANODR are linkable, although
ANODR is claimed to provide anonymity in terms of
unlinkability. When two different packets sent using the same
route are forwarded by the same intermediate node, they
can easily be linked by their route pseudonyms, as route
pseudonyms are computed by a public one-way function.

Following the work of ANODR, ASR [24], ARM [17], and
SARC [13] use one-time public/private key pairs. SDAR [3],
CAR [18], and ODAR [19] also use public key cryptosystems
for secure anonymous routing, but they assume that long-term
public/private key pairs have been set up on each node for
anonymous communication. For the same reason, they are also
vulnerable to such DoS attacks as ANODR, and the adversary
can easily get to know the packet type by eavesdropping.

The LE scheme [9] adopts the pairing-based cryptographic
approach to achieve anonymity, and it avoids exposing the
destination node identity in the route requests by adding a long-
term ID-based private key for each node.

The Discount-ANODR protocol [22], however, only uses
symmetric cryptosystem for efficiency, but source anonymity
and unlinkability are actually not achieved, as claimed by its
authors.

VIII. CONCLUSION

In this paper, we have investigated the problem of privacy-
preserving routing in WMNs and proposed two routing
schemes to provide anonymity and unlinkability, as well as
security, in WMNSs. Both protocols have two stages: 1) the

local session key establishment stage and 2) the anonymous
routing-discovery stage. Relying on the privacy protection of
group signature schemes, the first stage anonymously con-
structs session keys, which are used in the second stage to
protect privacy in routing discovery. In the first protocol, what
a mobile user needs is only a group signature signing key, and
privacy against outsiders is protected in this protocol. As in
our first protocol, where mesh routers are still able to identify
mobile users and track them, we designed the second protocol
to keep mobile users anonymous against mesh routers. Detailed
security analysis and performance evaluation show that the
proposed protocols are secure, privacy preserving, and efficient.
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